CHAPTER VI |
ACCESS , DI SSEM NATI ON, AND ACCOUNTABI LI TY
Section 1

ACCESS

7-100 Pol i cy

a. Except as otherw se provided for in subsection 7-101, no person may
have access to classified information unless that person has been determned to
be trustworthy and unless access is essential to the acconplishment of [ awful
and aut hori zed Governnment purposes, that is, the person has the appropriate
security clearance and a need-to-know. Further, cleared personnel may not have
access until they have been given an initial security briefing (see subsection
10-102).  Procedures shall be established by the head of each DoD Conponent to
prevent unnecessary access to classified information. There shall be a
denonstrabl e need for #ccess to classified information before a request for a
personnel security clearance can be initiated. The nunber of people cleared
and granted access to classified information shall be maintained at the m ni num
nunber that is consistent with operational requirenments and needs. No one has
a right to have access to classified information solely by virtue of rank or
position. The final responsibility for determ ning whether an individual’s
official duties require possession of or access to any elenent or item of
classified information, and whether the individual has been granted the
appropriate security clearance by proper authority, rests upon the individual
who has authorized possession, know edge, or control of the information and not
upon the prospective recipient. These principles are equally applicable if the
prospective. recipient is a DoD Conmponent, including conmands and activities,
ot her federal agencies, DoD contractors, foreign governnents, and others.

b. Because of the extrene inportance to the national security of Top
Secret information and infornmation controlled w thin approved Special Access
Progranms, enployees shall not be permtted to work alone in areas where such
information is in use or stored and accessible by those enployees. This
general policy is an extra safeguarding neasure for the nation’s nost vital
classified information and it is not intended to cast doubt on the integrity of
DoD enpl oyees. The policy does not apply in those situations where one
enpl oyee with access is left alone for brief periods during normal duty hours.
When conpel | ing operational requirements indicate the need, DoD Conponent heads
may waive this requirenent in specific, limted cases. This waiver authority
may be delegated to the senior official (subsections 13-301 and 13-302) of the
DoD Conponent who may redel egate the authority but only if so authorized by the
head of the DoD Conponent. (Any wai ver should include provisions for
periodically ensuring the health and welfare of individuals left alone in
vaults or secure areas).
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7-101  Access by Persons Qutside the Executive Branch

Classified informati on may be made available to individuals or agencies
outsi de the Executive Branch provided that such information is necessary for
performance of a function from which the Governnent will derive a benefit or
advant age, and that such release is not prohibited by the originating
department or agency. Heads of DoD Conponents shall designate appropriate
officials to determ ne, before the release of classified information, the
propriety of such action in the interest of national security and assurance of
the recipient’s trustworthi ness and need-t o-know.

a. Congress. Access to classified information or material by Congress,
its commttees, nenbers, and staff representatives shall be in accordance wth
DoD Directive 5400.4 (reference (rr)). Any DoD enployee testifying before a
congressional commttee in executive session in relation to a classified nmatter
shall obtain the assurance of the commttee that individuals present have a
security clearance commensurate with the highest classification of the
information that nmay be discussed. Menbers of Congress, by virtue of their
el ected positions, are not investigated or cleared by the Department of
Def ense.

1. NATIONAL SECURI TY | NFORVATI ON REQUESTED BY CONGRESSI ONAL COW TTEE
OR A PROFESSI ONAL STAFF MEMBER MAY BE FURNI SHED WHEN NEEDED | N THE PERFORMANCE
OF OFFI G AL COW TTEE FUNCTIONS.  ALL REQUESTS FOR MATERI AL FROM OSD COVPONENTS
SHALL BE MADE THROUGH THE OFFI CE OF THE ASSI STANT SECRETARY OF DEFENSE, LEG S-
LATI VE AFFAIRS.  CLASSI FI ED | NFORVATI ON ORI G NATED I N AN AGENCY OTHER THAN OSD,
BUT | N CUSTODY OF OSD STAFF, SHALL NOT BE RELEASED W THOUT THE CONSENT OF THE
ORI G NATI NG AGENCY.  ALL MATERI AL FURNI SHED MUST BEAR CORRECT CLASSI FI CATI ON;
|.E., DOMGRADI NG OR DECLASSI FI CATI ON MARKI NGS. RECEI PTS SHALL BE OBTAI NED.

2. A PERSON PRESENTI NG ORAL TESTI MONY SHALL ADVI SE THE CONGRESSI ONAL
COW TTEE OF THE CLASSI FI CATI ON AND THE NEED FOR PROTECTI NG THE NATI ONAL SECURI TY
| NFORMATI ON. | F DEFENSE | NFORMATI ON REQUESTED BY THE COMM TTEE | S UNKNOMN TO
A WTNESS AND THE W TNESS MUST FURNI SH I'T LATER IN WRI TI NG THE MATERI AL MJUST
BEAR THE CORRECT CLASSI FI CATI ON AND DECLASSI FI CATI ON MARKI NGS .  RECElI PTS SHALL
BE OBTAI NED.

3. CLASSI FI ED | NFORVATI ON REQUESTED BY CONCGRESSI ONAL COMM TTEE THROUGH
A MEMBER OF THE COMWM TTEE OR PROFESSI ONAL STAFF MEMBER MAY BE FURNI SHED WHEN
NEEDED | N THE PERFORMANCE OF OFFI CI AL COW TTEE FUNCTI ONS.  CLASSIFIED SECURI TY
| NFORVATI ON ORI G NATED | N AN AGENCY OTHER THAN OSD , BUT IN THE CUSTCDY OF THE
OSD , SHALL NOT BE RELEASED W THOUT THE CONSENT OF THE ORI G NATI NG AGENCY. ALL
MATERI AL FURNI SHED MJUST BEAR CORRECT CLASSI FI CATI ON AND DECLASSI FI CATI ON
MARKINGS . RECEI PTS SHALL BE OBTAI NED.

b. Governnment Printing Ofice (GO . Docunents and material of all
classifications may be processed by the GPO, which protects the information in
accordance with the DoD/GPO Security Agreenent of February 20, 1981.

C. Representatives of the General Accounting Ofice (GAO .
Representatives of the GAO may be granted access to classified information
originated by and in possession of the Departnent of Defense when such
information is relevant to the performance of the statutory responsibilities of
that office, as set forth in DoD Directive 7650.1 (reference (ss)) . Oficials
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of the GAO as designated in Appendix B, are authorized to certify security

cl earances, and the basis therefor. Certifications will be nade by these
officials pursuant to arrangenents with the DoD Conponent concerned. Persona
recognition or presentation of official GAO credential cards are acceptable for
i dentification purposes.

d. | ndustrial, Educational, and Comrercial Entities.

1. Bidders, contractors, grantees, educational, scientific or
I ndustrial organizations may have access to classified information only when
such access is essential to a function that is necessary in the interest of the
national security, and the recipients are cleared in accordance with DoD

5220.22-R (reference (j)).

2. Contractor enployees whose duties do not require access to
classified information are not eligible for personnel security clearance and
cannot be investigated under the DISP. In exceptional situations, when a
mlitary coomand is vulnerable to sabotage and its mission is of critical
i nportance to national security, National Agency Checks may be conducted on
such individuals with the approval of the DUSD(P).

e. H storical Researchers. Persons outside the Executive Branch who are
engaged in historical research projects may be authorized access to classified
i nformation provided that an authorized official wthin the DoD Conponent wth
classification jurisdiction over the information:

1. Mkes a witten determ nation that such access is clearly
consistent with the interests of national security in view of the intended use
of the Oaterial to which access is granted by certifying that the requester has
been found to be trustworthy pursuant to paragraph 7-100 a.;

2. Limts such access to specific categories of information over which
t hat DoD Conponent has classification jurisdiction and to any other category of
information for which the researcher obtains the witten consent of a DoD
Conmponent or non-DoD departnent or agency that has classification jurisdiction
over information contained in or reveal ed by docunents within the scope of the
proposed historical research;

3. Miintains custody of the classified material at a DoD installation
or activity or authorizes access to docunents in the custody of the NARS;

4,  Obtains the researcher’s agreenent to safeguard the information and
to submt any notes and manuscript for review by all DoD Conponents or non-DoD
departnents or agencies with classification jurisdiction for a determ nation
that no classified information is contained therein by execution of a statenent
entitled, “Conditions Governing Access to Oficial Records for Hi storical
Research Purposes”; and

5. Issues an authorization for access valid for not nore than 2 years
fromthe date of issuance that may be renewed under regul ations of the issuing
DoD Conponent.
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6. REQUESTS FOR ACCESS TO OSD CLASSI FI ED | NFORVATI ON BY HI STORI CAL
RESEARCHERS SHALL BE SUBM TTED TO THE RECORDS MANAGEMENT DI VI SI ON, DI RECTORATE
FOR CORRESPONDENCE AND DI RECTIVES , WHS . SUCH REQUESTS SHALL BE APPROVED OR
Di Sappr Oved BY THE DEPUTY ASSISTANT SECRETARY o DEFENSE (M NI STRATI ON) wHO
SHALL MAKE THE DETERM NATI ON WHETHER SUCH ACCESS CLEARLY IS CONSI STENT W TH
THE | NTEREST OF NATI ONAL SECURITY. OASD(PA) SHALL ACCOWPLI SH THE FI NAL SECURI TY
REVI EW OF ANY MANUSCRI PT PROPOSED FOR PUBLI CATI ON.

f. Fornmer Presidential Appointees. Persons who previously occupied policy
maki ng positions to which they were appointed by the President may not renove
classified information upon departure fromoffice as all such material nust
remai n under the security control of the U S Governnment. Such persons may be
aut hori zed access to classified information that they originated, received,
reviewed, signed, or that was addressed to themwhile serving as such an
appoi ntee, provided that an authorized official wthin the DoD Conponent wth
classification jurisdiction for such information:

1. Mdakes a witten determination that such access is clearly
consi stent with thke interests of national security in view of the intended use
of the material to which access is granted and by certifying that the requester
has been found to be trustworthy pursuant to paragraph 7-100 a.;

2. Limts such access to specific categories of information over which
t hat DoD Conponent has classification jurisdiction and to any other category of
information for which the forner appointee obtains the witten consent of a DoD
Conmponent or non-DoD department or agency that has classification jurisdiction
over information contained in or reveal ed by docunents with the scope of the
proposed access;

3. Retains custody of the classified material at a DoD installation or
activity or authorizes access to docunents in the custody of the National
Archives and Records Service; and

4, otains the former presidential appointee’ s agreenent to safeguard
the information and to submt any notes and manuscript for review by all DoD
Conponents or non-DoD departnents or agencies with classification jurisdiction
for a determnation that no classified information is contained therein.

g. Judicial Proceedings. DoD Directive 5405.2 (reference (nnn)) governs
the release of classified information in litigation.

7-102 Access by Foreign Nationals, Foreign Governnents, and |nternational
Or gani zati ons

a. Classified information may be released to foreign nationals, foreign
governnents, and international organizations only when authorized under the
provi sions of the National Disclosure Policy and DoD Directive 5230.11
(reference (tt)); and

b. Access to COVBEC information by foreign persons and activities shall be

i n accordance with policy issuances of the National Tel ecommunications and
| nformation Systens Security Conmmittee (NTISSC).
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7-103 O her Situations

When necessary in the interests of national security, heads of DoD
Conponents, or their single designee, may authorize access by persons outside
the federal government, other than those enunerated in subsections 7-101 and
7-102, to classified information upon determning that the recipient is
trustworthy for the purpose of acconplishing a national security objective; and
that the recipient can and will safeguard the information from unauthorized
di scl osure.

7-104  Access Required by O her Executive Branch Investigative and Law
Enf or cenent Agents

a. Normally, investigative agents of other departnents or agencies nay
obtain access to DoD information through established |iaison or investigative

channel s.

b. Wen the urgency or delicacy of a Federal Bureau of |nvestigation
(FBl), Drug Enforcenent Adm nistration (DEA), or Secret Service investi-
gation precludes use of established liaison or investigative charnels, FBI,
DEA, or Secret Service agents may obtain access to DoD information as required.
However, this information shall be protected as required by its classification.
Before any public release of the informati on so obtained the approval of the
head of the activity or higher authority shall be obtai ned.

7-105 Access by Visitors

Procedures shall be established to control access to classified
i nformation by visitors. (DoD Instruction 5230.20 (reference (f£ff)) provides
further guidance regarding foreign visitors.)

a. Except when a continuing, frequent working relationship is estab-
| i shed, through which current security clearance and need-to-know are
determ ned, DoD personnel visiting other activities of the Departnent of
Defense, its contractors, and other agencies shall provide advance notification
of the pending visit that establishes the visitor’'s security clearance and the
purpose of the visit. Visit requests shall be signed by an official other than
the visitor who is in a position to verify the visitor’s security clearance.

b. Visit requests normally should include the foll ow ng:

1. Full nane, date and place of birth, social security nunber, and
rank or grade of visitor;

2. Security clearance of the visitor;
3. Enploying activity of the visitor;
4. Nanme and address of activity to be visited,;

5. Date and duration of proposed visit;
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6. Purpose of visit in sufficient detail to establish need-to-know
and

.  Nanmes of persons to be contacted.
c. Visit requests may remain valid for not nore than 1 year.

d. EACH OSD COVPONENT SECURI TY MANAGER SHALL | NSTI TUTE A FILE SYSTEM FOR
VI SI T REQUESTS FOR PERSONNEL VI SI TING THE NATIONAL CAPITAL REGON.  THE VISIT
REQUEST SHALL BE SENT TO THE OFFI CE OF THE OSD COVPONENT THAT SHALL SEE THE
VI SI TOR( S)

e. OSD PERSONNEL VI SI TI NG OTHER ACTIVITIES OF THE DOD, | TS CONTRACTORS,
AND OTHER ACENCI ES, SHALL COWLY W TH THE REQUI REMENTS OF THI S | NSTRUCTI ON AND
ADM NI sTRATI VE | NSTRUCTI ON no. 23 ( REFERENCE (sSS) ).

Section 2

- - e

DI SSEM NATI ON

7-200 Policv

DoD Conponents shall establish procedures consistent with this Regul ation
for the dissem nation of classified naterial. The originating official or
activity may prescribe specific restrictions on dissem nation of classified
i nformation when necessary. (See subsection 4-505.)

7-201 Restraints on Special Access Requirenents

Special requirenents with respect to access, distribution, and protection
of classified information shall require prior approval in accordance with
Chapter X1,

7-202 Information Oiginating in a Non-DoD Departnment or Agency

Except under rules established by the Secretary of Defense, or as provided
by Section 102 of the National Security Act (reference (uu)), classified
i nformation originating in a departnent or agency other than Departnent of
Def ense shall not be dissem nated outside the Departnent of Defense w thout the
consent of the originating departnent or agency.

7-203 Foreign Intelligence |Information

D ssem nation of foreign intelligence information shall be in accordance
wth the provisions of DoD Instruction 5230.22 (reference (z)) and DoD
Directive C5230.23 (reference (eee)).

7-204 Restricted Data and Fornerly Restricted Data

| nformation bearing the warning notices prescribed in subsection 4-501 and
4-502 shall not be dissem nated outside authorized charnels w thout the consent
of the originator. Access to and dissenmination of Restricted Data by DoD
personnel shall be subject to DoD Directive 5210.2 (reference (old)).
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7-205 NATO I nfornmati on

Classified information originated by NATO shall be safeguarded in
accordance with DoD Directive 5100.55 (reference (ee)).

7- 206 COMSEC | nformati on

COMSEC information shall be dissem nated in accordance with NACSI 4005
(reference (aa)) and inplenenting instructions.

7-207 Dissem nation of Top Secret |Information

a. Top Secret information, originated within the Departnment of Defense,
may not be di ssem nated outside the Departnment of Defense w thout the consent
of the originating DoD Conponent, or higher authority.

b. Top Secret information, whenever segregable from classified portions
bearing | ower classifications, shall_.be distributed separately.

c. Standing distribution requirenents for Top Secret information and

materials, such as distribution lists, shall be reviewed at |east annually to
verify the recipients’ need-to-know.

d. THE OSD COVPONENT TOP SECRET CONTROL OFFI CER SHALL COORDI NATE THE
DI SSEM NATI ON OF EACH DOCUMENT W THI N OSD OFFI CES.

7-208 Di ssemi nati on of Secret and Confidential |nformation

a. Secret and Confidential information, originated within the Departnent
of Defense, may be dissem nated within the Executive Branch, unless prohibited
by the originator. (See subsection 4-505.)

b. Standing distribution requirements for Secret and Confidenti al
information and materials, such as distribution lists, shall be reviewed at
| east annually to verify the recipients’ need-to-know.

7-209 Code Wirds, N cknanes, and Exercise Terns

The use of code words, nicknanmes, and exercise terns is subject to the
provi sions of Chapter Xl | and Appendi x C.

7-210 Scientific and Techni cal Meeti ngs

Use of classified information in scientific and technical neetings is
subject to the provisions of DoD Directive 5200.12 (reference (M).

Section 3
ACCOUNTABI LI TY AND CONTRCL

7-300 Top Secret |nformation

DoD activities shall establish the follow ng procedures:
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a. Control Oficers. Top Secret Control Oficers (TSCOs) and alternates
shal | be designated within offices to be responsible for receiving,
di spatching, and maintaining accountability registers of Top Secret docunents.
Such individuals shall be selected on the basis of experience and reliability,
and shall have Top Secret security clearances. TSCOs need not be appointed in
t hose instances where there is no |ikelihood of processing Top Secret
docunent ati on.

1.  THE HEAD OF THE OSD COVPONENT SHALL APPO NT A PRI MARY TOP SECRET
CONTRCL OFFI CER (TSCO) FOR THE OSD COVPONENT AND AN ALTERNATE FOR THE PRI MARY
ON SD FORM 507, “TOP SECRET CONTRCOL OFFI CER DESI GNATION FORM " THE ORI G NAL
COPY SHALL BE FURNI SHED TO PSD

2.  THE TSCO CUSTCDI AN MAY BE APPO NTED FOR EACH ELEMENT OR OFFI CE
W TH N OSD COVPONENTS TO APPROPRI ATELY CONTROL DOCUMENTS. THE ORI G NAL COPY
SHALL BE FURNI SHED TO THE OSD COVPONENT, TSCO

b. Accountability. = - .

1. Top Secret Registers. Top Secret accountability registers shall be
mai nt ai ned by each office originating or receiving Top Secret information.
Such registers shall be retained for 2 years and shall, as a inimm reflect
the follow ng:

(a) Sufficient information to identify adequately the Top Secret
docunment or material to include the title or appropriate short title, date of
the docunent, and identification of the originator;

(b) The date the docunment or material was received,
(c) The nunber of copies received or |ater reproduced; and

(d) The disposition of the Top Secret docunent or material and all
copi es of such docunments or Oaterial.

2. Serialization and Copy Nunberi ng. Top Secret docunents and
material shall be nunbered serially. In addition, each Top Secret docunent
shall be marked to indicate its copy nunber, for example, copy -1-' of -2-
copi es .

3. Disclosure. Records. Each Top Secret docunent or item of material
shal | have appended to it a Top Secret disclosure record. The nane and title
of all individuals, including stenographic and clerical personnel to whom
i nformation in such docunents and materials has been disclosed, and the date of
such disclosure, shall be recorded thereon. Disclosures to individuals who nay
have had access to containers in which Top Secret information is stored, or who
regularly handle a | arge volune of such information need not be so recorded.
Such individuals, when identified on a roster, are deened to have had access to
such information. Disclosure records shall be retained for 2 years after the
docunents or Oaterials are transferred, downgraded, or destroyed.
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A TOP SECRET | NFORVATI ON COVER SHEET (SD FORM 194) SHALL BE ATTACHED AND
REMAIN WTH THE TOP SECRET MATERI AL OTHER THAN NATI ONAL SECURI TY COUNCI L (NSC)
| NFORMATION . SD FORM 194 SHALL BE UPDATED WHEN AN | NDI VI DUAL GAI NS ACCESS TO
THE DOCUMENTS AND SHALL | NCLUDE THE DATES OF SUCH ACCESS. THE PROPER NSC COVER
SHEET OF THE DD FORM 2275 SERIES SHALL BE USED W TH NSC INFORMATION .

c. Inventories. Al Top Secret documents and naterial shall be inven-
toried at |east once annually. The inventory shall reconcile the Top Secret
accountability register wth the docunents or material on hand. At such tine,
each docunment or material shall be exam ned for conpleteness. DoD Conponent
senior officials (subsections 13-301 and 13-302) may authorize the annual
i nventory of Top Secret docunments and Oaterial in repositories, libraries, or
activities that store large volumes of Top Secret docunments or material to be
limted to docunents and material to which access has been granted within the
past year, and 10 percent of the remaining inventory. |f a storage system
contains |arge volunes of information and security neasures are adequate to
prevent access by unauthorized persons, a request for waiver of the annual
i nventory requirement acconpanied by full justification may be submitted to
t he DUSD(P).

THE OSD COMPONENT TSCO SHALL FORWARD THE COVPLETED ANNUAL | NVENTORY
CERTI FI CATE TO PSD NO LATER THAN JULY 30 OF EACH YEAR TH S ANNUAL CERTI -
FI CATE SHALL LI ST ANY DOCUMENT THAT M GHT NOT BE LOCATED.

d. Retention. Top Secret information shall be retained only to the
extent necessary to satisfy current requirenents. Custodians shall destroy
nonrecord copies of Top Secret documents when no |onger needed. Record copies
of docunents that cannot be destroyed shall be reeval uated and, when appro-
priate, downgraded, declassified, or retired to designated records centers.

e. Receipts. Top Secret docunents and material will be accounted for
by a continuous chain of receipts. Receipts shall be maintained for 2 years.

RECElI PT FOR CLASSI FI ED MATERI AL (SD FORM 120) IS THE ONLY FORM APPROVED
FOR TRANSM TTI NG OR TRANSFERRI NG CLASSI FI ED ACCOUNTABLE MATERI ALS BY OSD
COVPONENTS. (SEE FI GURE 10 BELOW) A SUPPLEMENTAL RECEI PT, SUCHAS SD FORM
396, CLASSI FI ED DOCUMENT RECORD AND RECEI PT, MAY BE USED WTH THE SD FORM 120
VWHEN TRANSM SSI ON | NVOLVES MULTI PLE DOCUMENTS .

7-301 Secret Information

Adm ni strative procedures shall be established by each DoD Conponent
for controlling Secret information and material originated or received by an
activity; distributed or routed to a sub-el enent of such activity; and disposed
of by the activity by transfer of custody or destruction. The control system
for Secret information Oust be determned by a practical balance of security
and operating efficiency and nust neet the follow ng mninumrequirenments:
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a. It must provide a neans to ensure that Secret material sent outside a
maj or subordinate element (the activity) of the DoD Conponent concerned has
been delivered to the intended recipient. Such delivery nay be presuned where
the material is sent electronically over secure voice or data circuits.

Ensuring physical delivery may be acconplished by use of a receipt as provided
i n paragraph 8-202 b. or through hand-to-hand transfer when the receiving party
acknowl edges responsibility for the Secret material.

b. It nust provide a record of receipt and dispatch of Secret material by
each maj or subordinate element. The dispatch record requirenent may be
satisfied when the distribution of Secret material is evident from addressees
or distribution lists for classified docunentation. Records of receipt and
di spatch are required regardless of the neans used to ensure delivery of the
materi al (see paragraph a., above).

¢c. Records of receipt and dispatch for Secret material shall be retained
for a mninmmof 2 years.

7-302 Confidential Information = - -

Adm ni strative controls shall be established to protect Confidenti al
i nformation received, originated, transmtted, or stored by an activity.

7- 303 Receipt of Cassified Mteri al

Procedures shall be developed within DoD activities to protect incom ng
mai |, bul k shipnments, and itens delivered by nmessenger until a determnation is
made whether classified information is contained therein. Screening points
shall be established to limt access to classified information to cleared
personnel.

7- 304 Working Papers

a. Working papers are docunents and material accunulated or created in the
preparation of finished docunents and material. Wrking papers containing
classified information shall be:

1. Dated when created,;

2. Marked with the highest classification of any information contained
t herei n;

3. Protected in accordance with the assigned classification;
4, Destroyed when no |onger needed; and

5.  Accounted for, controlled, and marked in the manner prescribed for
a finished docunent of the sane classification when:

(a) Released by the originator outside the activity or transmtted
electrically or through nessage center charnels within the activity;
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(b) Retained nore than 90 days from date of origin;
(c) Filed permanently; or
(d) Top Secret information is contained therein.

b. Heads of DoD Components, or their single designees, may approve
wai vers of accountability, control, and marking requirenents for working papers
containing Top Secret information for activities within their Conponents on a
case-by-case basis provided a determination is nmade that:

1. The conditions set forth in subparagraphs a. 5.(a), (b), or (c),
above, wll remain in effect;

2. The activity seeking a waiver routinely handles |arge vol umes of
Top Secret working papers and conpliance with prescribed accountability,
control, and marking requirenents would have an adverse affect on the
activity's m ssion or operations; and

3. Access to areas where Top Secret working papers are handled is
restricted to personnel who have an appropriate |level of clearance, and other
saf eguardi ng neasures are adequate to preclude the possibility of unauthorized
di scl osure.

c. In all cases in which a waiver is granted under b., above, the DUSD(P)
shall be notified.

7-305 Restraint on Reproduction

Except for the controlled initial distribution of information processed or
received electrically or as provided by subsections 1-205 and 3-602, portions
of docunents and materials that contain Top Secret information shall not be
reproduced without the consent of the originator or higher authority. Any
stated prohibition against reproduction shall be observed strictly. ( See
subsection 4-505.) To the extent possible, DoD Conponents shall establish
classified reproduction facilities where only designated personnel can
reproduce classified materials and institute key control systens for
reproduction areas. Also, when possible, two people shall be involved in the
reproduction process to help assure positive control and safeguarding of all
copies. The follow ng additional oeasures apply to reproduction equi pnent and
to the reproduction of classified informtion:

a. Copying of documents containing classified information shall be
mnim zed;

b. Oficials authorized to approve the reproduction of Top Secret and
Secret information shall be designated by position title and shall review the
need for reproduction of classified docunents and material with a view toward

m ni m zing reproduction.
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c. Specific reproduction equi pment shall be designated for the
reproduction of classified information. Rules for reproduction of classified
information shall be posted on or near the designated equi pnent;

d . Notices prohibiting reproduction of classified information shall be
posted on equi pnent used only for the reproduction of unclassified information;

e. DoD Conmponents shall ensure that equi pnent used for reproduction of
classified information does not |eave latent images in the equi pnent or on
other material;

f. Al copies of classified docunments reproduced for any purpose including
t hose incorporated in a working paper are subject to the sanme controls
prescribed for the docunent from which the reproduction is nmade; and

g. Records shall be maintained for 2 years to show the nunmber and
di stribution of reproduced copies of all Top Secret docunents, of all
classified docunents covered by_special access.programs. di stributed outside the
originating agency”, and of all Secret and Confidential docunents that are
mar ked with special dissemnation and reproduction [imtations. (See
subsection 4-505.)
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RECEIPT FOR CLASSIFIED MATERIAL

TO: (Title of Office or Organization) Number

US Arny Corps of Engineers
VA D162641

Fort Bel voir,

Physical Sec Div/ WHS | Secret

FROM: (Office and Telephon-} |Cludﬁcation Date of Transfer

| Sep 19, 86,

Descriptign of Material being Transferred (Do Not Enter Classified Info)
5 pages Secret of 10 page docunent, “Building
Construction Standards for Security Vaults”

{Copy Info (For Copy Numbered Items, Use Inclusive Copy Nos. With #Sign)

No. Of Originals |No. of Cartioinl No. of Repro Cvs | No. of Encls go;lén of each
T
1 2

Date Received | Treed Or Printed Name and Signature of Recipient

Custodian Copy, to be retained by Originator/Custodian

SD Form 120
JUL 85
SD Form 120 Courier/Suspense Copy, to be retained by Courier
JUL 8%
| !
SD Form 120 Recipient Copy. to be retained by Recipient
JUL 85
) | _ :
SO Form 120 Return this copy to Office of Secretary of Defense “
JUL S5 The Pentagon. Washington. D.C. 20301-1000

FIGURE 10, SD Form 120

VIIi.i3



